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Chapter 1: Overview of the Global Digital Heath Certification Network
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Chapter 1: Overview of the Global Digital Heath Certification Network

WHO-led digital trust ar-
chitecture allowing for
sighing and verifying
health certificates.

What is the GDHCN?

Why does the GDHCN matter?

Facilitates authentication
(i.e., provenance) of data
and supports cross border
data use.

What are core principles and

uses of the GDHCN? How does the GDHCN work?

Certificates (e.g.,
COVID-19, immunisation,
health worker credentials)

are digitally signed and
trusted globally.

GDHCN value proposition Key terms
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In an increasingly interconnected world, people,
data, and diseases cross borders every day.
The GDHCN offers a way for countries to issue
and sign digital health data (such as certificates
or staff credentials) that are:

Globally trusted Secure and tamper-proof
P S
Privacy-preserving Interoperable with other

countries’ systems

Why does the GDHCN What are core principles and
matter? uses of the GDHCN?

What is the GDHCN? How does the GDHCN work? GDHCN value proposition Key terms
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Trust

Uses a Public Key Infrastructure (PKI) where each country or or-
ganisation is a trusted issuer. WHO serves as the trust anchor,
maintaining a global registry and verifying participants’ cryp-
tographic keys. This allows Ghana'’s certificates to be recognised
and trusted globally.

Interoperability

Built on global standards like W3C Verifiable Credentials, HL7®
FHIR®, and ICAO travel specs, the system integrates easily with
national tools—immigration systems, public health databases, and
mobile apps.

Privacy

Personal data stays within Ghana. Certificates are digitally signed
but don’t include personal identifiers unless required. WHO does
not store or access any individual health data, supporting compli-
ance with Ghana’s Data Protection Act (2012) and ECOWAS pri-
vacy laws.

Decentralisation

The network has no central controller. Each country manages its
own keys, policies, and certificate issuance, while adhering to
shared protocols to ensure interoperability and mutual trust.

What are core principles
and uses of the GDHCN?

What is the GDHCN? Why does the GDHCN matter? How does the GDHCN work? GDHCN value proposition Key terms
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AN
° '_(9){' Enables patients and providers to verify that digital health documents are authentic and issued by a trusted na-
L™ tional system. For example, TB program patients in Ghana can present a QR code linking to a certified Interna-

tional Patient Summary (IPS) containing their treatment data.

Q& Provides verifiable proof of vaccination, testing, or recovery to streamline border control, reduce fraud, and sup-
4 port safe mobility. A traveler with a digital certificate from GHS can have it instantly verified abroad—no need to
access Ghana’s internal systems.

Extends the GDHCN infrastructure to support certified childhood immunisation records, yellow fever certificates,
and flu campaign documentation, ensuring accuracy and authenticity for care delivery.

Supports issuance of verifiable digital credentials for health professionals, improving hiring, license verification,
and cross-border work. Alighs with ECOWAS and AU goals for professional mobility.

T
B ® s

AN Allows Ghanaians to carry verifiable health credentials when traveling or seeking care abroad. Health providers
across the network can validate documents without needing to contact Ghana directly.
4

il

Facilitates rapid issuance and global verification of health documents during emergencies, enabling efficient
and trusted public health responses.

What are core principles
and uses of the GDHCN?

What is the GDHCN? Why does the GDHCN matter? How does the GDHCN work? GDHCN value proposition Key terms
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Image: https://smart.who.int/trust/

What are core principles and How does the GDHCN
uses of the GDHCN? work?

What is the GDHCN? Why does the GDHCN matter? GDHCN value proposition Key terms
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[

\ // By adopting open standards, trust mech- Citizens can travel with globally accepted

° _— / . . . .
5\ - y anisms, and security protocols, Ghana health credentials. This improves access
\ _— e builds a more modern and resilient digi- to work, study, and services abroad and
\ o AN / e tal health infrastructure. positions Ghana as a forward-thinking

\ AN _— // digital health leader in the region.
\ — //
\ Y

NN &

| Digitally signed certificates are tamper- GDHCN is built on open-source tools and The infrastructure supports long-term
proof and can be verified instantly, reduc- standards, avoiding vendor lock-in. Gha- evolution, including integration with na-
ing risks of counterfeit documents and na can leverage WHO-provided reference tional ID, insurance, e-pharmacy, and dig-

supporting national security. implementations to reduce time and de- ital health records systems.

velopment costs.

. What are core principles and
? m ? ?
What is the GDHCN? Why does the GDHCN matter? uses of the GDHCN? How does the GDHCN work?

GDHCN value proposition Key terms
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Definition

GDHCN Global Digital Health Certification Network — a WHO-led trust framework enabling cross-border verification
of digital health certificates.

VDHC Verifiable Digital Health Certificate — a digitally signed, tamper-proof certificate for vaccination, testing,
recovery, or health worker credentials.

CSCA Country Signing Certificate Authority — the national root certificate authority responsible for signing digital
health certificates.

PKI Public Key Infrastructure — a framework for managing digital keys and certificates for secure data exchange.

FHIR® Fast Healthcare Interoperability Resources — a global standard for exchanging healthcare information elec-
tronically.

w3cvc World Wide Web Consortium Verifiable Credential — a data model for issuing and verifying tamper-evident

digital credentials.

UAT User Acceptance Testing — a WHO-provided environment where countries test their GDHCN integration
before going live.

TNG Trust Network Gateway — WHO'’s central infrastructure for indexing and distributing metadata and public
keys of participating entities.

What are core principles and

i ? ?
What is the GDHCN? Why does the GDHCN matter? uses of the GDHCN?

How does the GDHCN work? GDHCN value proposition Key terms
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Private Key

A Country A (e.g., a Ministry of Health) is-
sues digital certificates to entities (e.g.:
hospitals) in their country that confirms
their identity. Country A generates pub-
lic and private keys. Country A provides
the public key to the GDHCN Public Key
Directory (PKD).

Digital
certificate:
proves the issu-
er’s identity and
provides the
public key

Digital

tered

What is the GDHCN?

signature:

proves the mes-
sage was created
by that issuer and
hasn’t been al-

Why does the GDHCN matter?

Chapter 1: Overview of the Global Digital Heath Certification Network

— 9
Private Key

Country A’s authorised entity issues a
digital health document (e.g., proof of
vaccination), using its private key to cre-
ate a digital signature for that certificate.

The signature ensures that:

= The document has not been tam-
pered with (integrity).

» The document truly comes from an
authorised issuer (authenticity).

What are core principles and
uses of the GDHCN?

GDHCN’s PKD is a trusted registry that
contains the public keys of all trusted
member countries and the network.

The WHO acts as the Trust Anchor, en-

suring that all members follow agreed
verification and security standards.

How does the GDHCN work?

GDHCN value proposition

In Country B:

When someone presents their digital
health document for verification (e.g., at
an airport, at a health facility), the verifi-
er uses the issuer’s public key (retrieved
from the GDHCN PKD) to cheque the sig-
nature.

If the signature is valid the verifier can
trust the data.

Key terms
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' ! C . CHAPTER
| A High-Level Glance at the
' I Playbook—the Launchpad
LNy for Ghana’s Five Key Plays

What is the playbook’s scope and who is How the playbook aligns with WHO’s

. , 2
UInE3 S s ey Z0Eless PUfpeser the target audience? Global Digital Health Strategy 2025?

The five essential moves to build digital trust
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This playbook is intended to be adapted to local contexts, and final de-
cisions should be made by each country. It offers guidance and is in-
tended as a helpful resource to translate complex technical concepts in-
volving multiple stakeholders into actionable steps.

What is the playbook’s scope and who is How the playbook aligns with WHO’s
the target audience? Global Digital Health Strategy 2025?

What is the playbook’s purpose?

The five essential moves to build digital trust
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@ B €

. N
Provides a national Outlines the technical, Ensures alighment Builds a strong foun- Lays the foundation
roadmap for onboard-  legal, and governance with WHO standards  dation for digital public ~ for future use cases
ing, implementing, structures required to  for compliance, priva- goods and long-term such as verification of
and operating within  issue, verify,and man-  cy, and interoperabil-  digital health capacity. vaccine certificates,
WHQ’s GDHCN. age verifiable digi- ity. health workforce cre-
tal health certificates dentialing and ulti-
(VDHCs). mately, cross-border

travel.

What is the playbook’s scope and who is How the playbook aligns with WHO’s
the target audience? Global Digital Health Strategy 2025?

What is the playbook’s purpose?

The five essential moves to build digital trust
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What is the playbook’s scope and who is the
target audience?

Policy & Regulato- Technical Teams: Health Authorities: Legal and Compli- Development
ry Leaders: ance Experts: Partners:
NITA, Cyber Security Authori- Government IT units, develop- MOH, Ghana Health Service Specialists ensuring alignment WHO country office, GIZ,
ty, Data Protection Commission ers, health informatics teams (GHS), public and private pro- with Ghana’s Data Protection UNICEF, UNDP, and other digital
(DPC) viders Act and cybersecurity laws health supporters
< / The playbook covers policy, technology, operations, security, onboarding processes, and public communication \ >

strategies, enabling both high-level coordination and practical implementation at the service delivery level.

How the playbook aligns with WHQO’s
Global Digital Health Strategy 2025?

What is the playbook’s purpose?

The five essential moves to build digital trust
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AUDIENCES

may want to focus additional attention.

Policy & Regulatory Leaders:

This playbook offers step-by-step guidance for nation-
al digital health authorities on engaging with and join-
ing the WHO Global Digital Health Certification Network
(GDHCN). It clarifies policy requirements, governance
structures, and coordination processes needed to sup-
port national participation in a globally trusted framework.

Key Chapters:

« Chapter 3 - Play 1: Governance and Participation

« Chapter4 - Operational Procedures and Man-
agement of Certificates

e Chapter 7 - Play 5: Legal and Regulatory Consider-
ations

What is the playbook’s purpose?

Technical Teams:

For system architects and technical implementers,
the playbook provides practical, actionable guidance
on meeting the technical specifications and interop-
erability standards required for GDHCN participation.
It outlines integration pathways, testing procedures,
and system readiness steps to support alignment with
WHQO'’s digital trust architecture.

Key Chapters:

« Chapter4 - Operational Procedures and
Management of Certificates

« Chapter 5 - Play 3: Technical Infrastructure

« Chapter6 - Integration with National Sys-
tems and Trust Delegation

How the playbook aligns with WHQO’s
Global Digital Health Strategy 2025?

We encourage all audiences to read the full playbook. However, certain chapters offer particularly relevant guidance depending on
your role. While Chapters 1, 2, and 8 provide essential context for everyone, the sections below highlight where specific audiences

Health Authorities:

Health authorities will find support for planning and over-
seeing the national process of joining the GDHCN. The
playbook explains roles, responsibilities, and implemen-
tation milestones across the health system to ensure dig-
ital certification efforts are well-governed, secure, and
aligned with national priorities.

Key Chapters:

« Chapter 3 - Play 1: Governance and Participation

« Chapter4 - Operational Procedures and Man-
agement of Certificates

The five essential moves to build digital trust
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We encourage all audiences to read the full playbook. However, certain chapters offer particularly relevant guidance depending on
your role. While Chapters 1, 2, and 8 provide essential context for everyone, the sections below highlight where specific audiences
may want to focus additional attention.

Legal and Compliance Experts: Development Partners:
Legal and compliance teams will find detailed guidance on regulatory requirements, For development partners and funders, the playbook outlines where targeted support
data protection considerations, and trust framework obligations for GDHCN participa- can accelerate national participation in the GDHCN. It highlights priority investment
tion. The playbook supports assessment of legal readiness, identification of required areas, alignment opportunities, and coordination mechanisms that strengthen interop-
policy updates, and harmonisation of national frameworks with WHO standards. erability and advance global digital trust.
Key Chapters: Key Chapters:
« Chapter 6 - Integration with National Systems and Trust Delegation e Chapter4 - Operational Procedures and Management of Certificates
« Chapter 7 - Play 5: Legal and Regulatory Considerations e Chapter 5 - Play 3: Technical Infrastructure

« Chapter 6 - Integration with National Systems and Trust Delegation

What is the playbook’s scope and How the playbook aligns with WHO’s
who is the target audience? Global Digital Health Strategy 2025?

What is the playbook’s purpose? The five essential moves to build digital trust




|_DI PCJ
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01

STRATEGIC OBJECTIVE 1:
Promote global collaboration
and advance the transfer of
knowledge on digital health.
Ghana’s alignment with WHO

standards and participation in
GDHCN reinforces regional and
international collaboration, en-
suring compatibility with glob-
al systems for health security,

travel, and care continuity.

What is the playbook’s purpose?

02

STRATEGIC OBJECTIVE 2:
Advance the implementa-
tion of national digital health
strategies. By formalising
roles, procedures, and technol-
ogies required for certificate
issuance and verification, this
playbook contributes to oper-
ationalizing Ghana’s nation-
al eHealth policy and related

frameworks.

The playbook alighs with WHO’s Global Digital Health Strategy 2025
by advancing its four strategic objectives in Ghana:

03

STRATEGIC OBJECTIVE 3:
Strengthen governance for
digital health at national and
global levels. The playbook
establishes a robust gover-
nance structure, assigning
clear responsibilities for certifi-
cate management, public key
infrastructure (PKI) operations,
and oversight in compliance
with international norms.

STRATEGIC OBJECTIVE 4:
Advocate for people-Cen-
tered Health Systems En-
abled by Digital Health.
Through secure, privacy-pre-
serving digital certificates,
Ghana empowers citizens
with greater control over their
health data, while improving
the transparency, security, and
accessibility of health services.

What is the playbook’s scope and who is
the target audience?

How the playbook aligns with WHO'’s

Global Digital Health Strategy 20252 The five essential moves to build digital trust
S S ©
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The following chapters unpack five strategic plays
essential for implementing trusted, interoperable,
and inclusive digital health systems:

@ Play 1: Governance and participation )

Operational procedures and management
of certificates

@ Play 3: Technical infrastructure )

Integration with national systems and trust
delegation

@ Play 5: Legal and regulatory considerations )

P2

P4

What is the playbook’s scope and who is How the playbook aligns with WHO’s
the target audience? Global Digital Health Strategy 2025?

What is the playbook’s purpose?

The five essential moves to build
digital trust

20




Chapter 3: Play 1 - Governance and participation

CHAPTER PLAY 1

Overview of the Global Digital Heath
Certification Network

This chapter details how Ghana must set up a multi-agency governance model, formalise roles for MOH, GHS, NITA, DPC, and
other stakeholders, and comply with WHQO'’s participation requirements. It covers the process for joining GDHCN, including
letters of application, technical readiness, and policy compliance. It also explains global participation, working groups, and
the responsibilities for maintaining the playbook.

»

Contents:

; L . . . Global participation and detailed role descrip-
WHO as trust anchor Participation requirements for Ghana National governance model overview - . B .
tions of national actors involved in governance
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WHO serves as the neutral and authoritative
trust anchor of GDHCN.

@ WHO’s responsibilities @ What WHO does not do

® Maintains Trust Network Gateway (TNG), a global registry of verified is- B Issue certificates.
suers. Structure ensures global interoperability and trust among partici-
pating entities, without compromising national data sovereignty. B Store personal data.

B vVerifies cryptographic keys and policies, enabling countries to be in full
control of their data and operations.

B provides technical assistance, onboarding guidance, and tools such as
participant templates on GitHub for onboarding and UAT environments
to validate integration before going live.

Global participation and detailed role descrip-
tions of national actors involved in governance

WHO as trust anchor Participation requirements for Ghana National governance model overview
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By completing these nationally led steps, Ghana becomes
eligible to in the WHO Global Digital Health Certification
Network (GDHCN).

» Generate and manage X.509 certificates.

The Ministry of Health (MOH) « Set up a metadata repository (GitHub-
must formally notify WHO of its based).
intent to join using the template » Support standardised certificate formats
provided by WHO. (e.g., W3C VCs, FHIR, etc.).
Ghana must agree to WHO’s Ghana must establish a com-
Ghanais eligible as a full Terms of Participation, includ- petent national governance
member state. ing commitments to privacy, structure to manage certificate
security, interoperability, and issuance, validation, and lifecy-
proper use of PKI. cle operations.

Global participation and detailed role descrip-
tions of national actors involved in governance

WHO as trust anchor Participation requirements for Ghana National governance model overview
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National governance structure
To effectively manage its role in the GDHCN, Ghana will need to adopt a
multi-agency governance model with defined responsibilities.

Multi - agency roles in GDHCN governance

MOH Provides national policy leadership, signs participation agreements, and serves as the
official liaison with WHO.

GHS Leads operational implementation across health facilities, oversees certificate issuance,
and trains healthcare providers.

NITA Manages digital infrastructure, public key infrastructure (PKI), cybersecurity standards,
and GitHub repository hosting.

DPC Ensures adherence to Ghana’s Data Protection Act (Act 843) and advises on interna-

tional privacy and data-sharing standards.

Act as points of certificate generation and verification; provide user education and front-

Public and private health ,
line support.

facilities

Supply verified health data for diagnostic or test-based certificates, integrated with
national systems.

Accredited laboratories
and testing centers

» Om@E B

NN () (O
NI A AW A,

Global participation and detailed role descrip-
tions of national actors involved in governance

WHO as trust anchor Participation requirements for Ghana
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At the international level, Ghana will participate in GDHCN technical and governance working groups, share feedback to help shape future protocols and use cases, and collab-
orate with other countries and WHO on cross-border interoperability. All WHO member states are eligible to participate in the working groups and can contact the secretariat
directly using gdhcn-secretariat@who.int.

WHO remains the global coordinator and validator, while all day-to-day operations remain within Ghana’s national control.

e D
MOH

« Acts as the designated
authority representing
Ghana to WHO.

e Carries the responsibil-
ity and authority to sign
the Letter of Intent and
Terms of Participation.

e Oversees national legal
and policy frameworks for
GDHCN integration.

- Mobilises resources and
coordinates cross-sector
stakeholders.

/

WHO as trust anchor

~
NITA

Serves as the technical
lead for system integra-
tion and digital infrastruc-
ture.

Manages Ghana'’s certif-
icate authority (CA) and
key lifecycle.

Hosts and updates the
public GitHub reposito-
ry containing certificates
and metadata.

Ensures cybersecurity
controls are in place and
updated regularly.

[

Participation requirements for Ghana

~
GHS

Leads the on-ground im-
plementation of GDHCN
enabled tools across hos-
pitals, testing

centers, and immunisa-
tion campaigns.

Trains clinical and ad-
ministrative staff in the
use of digital health cer-
tificates (in systems such
as health wallets).
Monitors certificate issu-
ance practices and en-
sures data quality.

s

National governance model overview

DPC

Provides legal oversight
to ensure that health data
usage complies with Gha-
na’s Data

Protection Act.

Advises on cross-border
data sharing agreements
and public communica-
tion about data rights.

e )
Certifying bodies
(e.g., labs, immuni-
sation clinics)

« Collects and verifies data
before digital certificate
issuance.

» Ensures the accuracy, va-
lidity, and privacy of pa-
tient information.

» Reports certificate usage
statistics and operational
metrics to the MOH.

Global participation and detailed role
descriptions of national actors involved
in governance

25
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4 )
GHS NITA

Provides field-level feedback, work- Submits updates on key management

flow changes, and lessons from cer- ) practices, PKI procedures, GitHub

tificate issuance. Primary repo structure
responsability

MOH

Specifically an appointed GDHCN
Focal Team or the Digital Health
Program. This team acts as the
policy and operational custo-
dian of the playbook.

WHO Secretariat

Informs the team of any GDHCN-wide
protocol or standard changes

DPC

Reviews updates for alignment with
data protection laws

s103nqiauod sunioddng

Global participation and detailed role
WHO as trust anchor Participation requirements for Ghana National governance model overview descriptions of national actors involved

in governance




Chapter 4: Play 2 - Operational procedures and management of certificates

CHAPTER

Operational Procedures and Management
of Certificates

This chapter covers the operational steps for onboarding, designating focal points, preparing documentation, and managing
the certificate lifecycle. It outlines the roles of key stakeholders, the onboarding process, user acceptance testing (UAT),
and post-go-live support. It also describes how Ghana will verify certificates from other countries and the responsibilities of
border control, aviation, and health authorities.

»

Contents:

Required documentation

ERUETTECE EnE Eles and focal point designation

Onboarding process Go-live and post-go-Llive support
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Playbook: Ghana’s integration into the WHO Global Digital Health Certification Network (GDHCN)

Chapter 4: Play 2 - Operational procedures and management of certificates

Ghana’s participation in the GDHCN requires strong national leadership and a clear governance
structure. This coordinated model ensures operational readiness, alighment with WHO standards,
and long-term sustainability. The roles of each of the four lead issuance stakeholders must be for-
malised and coordination mechanisms established before onboarding begins.

02 03 04

Clinical and Public Health
Lead — National Information Lead — Ghana Health Service
Technology Agency (NITA) (GHS)

Technical Implementation

Legal Oversight — Attorney
General’s Dept. / Data Protec-
tion Commission (DPC)

National GDHCN
Lead Authority - MOH

Role: National coordinator and WHO li- Role: Implements GDHCN in health fa- Role: Implements GDHCN in health fa- Role: Ensures legal and regulatory com-
aison cilities. cilities. pliance

Aligns GDHCN with national health «  Builds and maintains systems for cer-

policies and universal health care
(UHC) goals.

Coordinates cross-sector partners
(public/private).

Submits formal documentation (e.g.,
LOI, Terms of Participation).

Leads national launch and commu-
nications.

tificate issuance and verification.
Manages Public Key Infrastructure
(PKI) lifecycle.

Hosts national trust repository
(GitHub).

Ensures cybersecurity compliance.
Interfaces with WHO on specs and
testing.

Required documentation
and focal point designation

Deploys workflows in immunisation/
testing sites.

Trains providers on certificate use
and data security.

Integrates data with DHIMS2 and
EMRs.

Monitors feedback and service KPIs.

Onboarding process

Reviews policies for alignment with
Data Protection Act (Act 843).
Supports lawful cross-border data
sharing.

Validates digital signatures and legal
trust chain.

Provides guidance on redress and
user protections.

Go-live and post-go-live support
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In addition to key issuance stakeholders for health information certification, Ghana will also have
to outline roles and governance for verification stakeholders since joining the GDHCN means
that Ghana will be able to verify certificates issues in other countries that are part of the GDHCN.

03

Ghana Immigration Service

Ministry of Foreign Affairs (Border Control)

Ghana Civil Aviation Authority (GCAA)

Role: Oversees international verification processes (i.e., Role: Implements verification at entry points (i.e., ver- Role: Facilitates verification at airports (i.e., verification
verification lead). ification support). support).
e« Coordinates with foreign govern- - Trains border officers on digital certificate verifica- « Coordinates with health and border agencies for on-
ments for mutual recognition of GDHCN tion procedures. site verification workflows.
certificates. « Integrates GDHCN verification systems at land bor- « Supports integration of GDHCN systems at airport
« Manages diplomatic communications regarding ders and seaports. checkpoints.
health certifications. = Monitors compliance with health-related entry re- - Identifies responsible units for verifying yellow fever
« Ensures compliance with international travel and quirements. and other health certificates.

health regulations.

Required documentation
and focal point designation

Onboarding process Go-live and post-go-live support
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s

1.
Letter of application

Signed by the Ministry of Health
(MOH), the letter of application ini-
tiates the onboarding process and
must:

« Affirm Ghana’s intent to join the
GDHCN.

» Identify designated national fo-
cal points (technical and policy).

« Outline Ghana’s capacity to
meet technical, legal, and oper-
ational requirements.

» Request onboarding support and
user acceptance testing.

Letter of application led by MOH,
template

N

4 )
2.

Terms of participation
(TOP)

A WHO-issued agreement that out-
lines:

e Governance principles and mu-
tual responsibilities.

« Use of global standards (e.g.,
W3C Verifiable Credentials,
ICAO DCC, HL7 FHIR).

« Commitments to trust, transpar-
ency, and certificate integrity.

e Protocols for updates, revoca-
tion, and audit cooperation.

This serves as the binding contract
between WHO and Ghana.

TOP coordinated between WHO
Secretariat and MOH

J

Governance and roles

4 )

4

3.
National digital health
policy reference

Ghana must cite relevant national
strategies and legal frameworks, in-
cluding:

« The national eHealth strategy
and digital health policy.

« Data Protection Act (2012), Cy-
bersecurity Act, and Health Pro-
fessions Regulatory Laws.

« Frameworks for interoperabili-
ty, data governance, and digital
health systems.

This provides WHO with context on
Ghana’s digital health maturity and
regulatory alignment.

Policy reference led by MOH with
support from GHS and DPC

- J

4 @ N\
4.
Certificate policy (CP)

and certificate practice
statement (CPS)

These technical documents define
how Ghana’s certificate authority
(CA) will:

- Issue, manage, and revoke digi-
tal certificates.

e Secure private key storage and
authentication processes.

e Ensure compliance with X.509
standards and WHO trust meta-
data requirements.

e Maintain and publish up-to-date
versions via Ghana’s GitHub
metadata repository.

CP and CPS led by MOH with
support from NITA

- J

Onboarding process

- J

Go-live and post-go-live support

wl
)
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Hold introductory
meetings
WHO facilitates meetings to
clarify roles, expectations,

and onboarding documen-
tation.

01
Submit letter of

application MOH
MOH submits a letter of ap-
plication to WHO GDHCN
Secretariat, expressing
interest and readiness.

03

Assign focal Point
Ghana designates a national
focal point to coordinate com-
munication during onboard-

ing.

Once the three steps are completed, WHO provides these resources to
support onboarding:

Before integration, Ghana should engage in a
3-step pre-onboarding consultation with the | &ooorboardnegudes.

«  GitHub repository templates.

WHO GDHCN Secretariat' «  WHO-hosted test environments.

Required documentation c . .
I - _50-
Governance and roles and focal point designation Onboardlnb process Go-live and post-go-Llive support
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Key responsibilities

Ideal profile of national focal point

- Policy and governance knowledge. « Coordinate onboarding with WHO (TOP, GitHub repo, metadata).
e Health system understanding. - Ensure alignment across MOH, GHS, NITA, and DPC.

- Digital health/informatics fluency. e Support legal review of TOP and data policies.

- Diplomatic and interagency communication. « Connect WHO with technical teams for implementation.

« Technical literacy (PKI, FHIR, etc.).

Option 1: Ministry of Foreign Affairs Option 3: GHS Director for Health

Option 4: Hybrid: dual-point model

\ nition. )

/ Health Attaché’

» Best suited when International .
coordination and diplomatic rec-
ognition are central to GDHCN .
rollout.

» Leverages existing expertise in .

cross- border health documen-
tation and travel protocols.

» Facilitates alignment with con-
sular services and global health
verification standards.

« Strengthens Ghana’s represen-
tation in international health di-
plomacy and certificate recog-

Governance and roles

Best suited if the MOH leads na-
tional digital health programs.
Has political clout to coordinate
GHS, NITA, DPC, etc.

Already represents Ghana in
global health tech platforms
(e.g., WHO, AU, Smart Africa).

Required documentation
and focal point designation

Informatics/Public Health IT

More hands-on, with deeper
knowledge of data flows from
immunisation, testing, and care
delivery systems.

Ideal if technical integration and
coordination with labs/clinics is
the bigger challenge.

Onboarding process

A MOH policy lead (official na-
tional focal point) paired with
a GHS or NITA technical focal
point.

This mirrors WHQO’s recommen-
dation to designate a primary
and a technical contact.

Go-live and post-go-Llive support
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The step-by-step GDHCN onboarding process and timeline (approximation)

Step Activity Responsible Est. duration Dependencies
1. Prepare and coordinate Appoint focal points, align MOH 2—-4 weeks Internal leadership and legal
internally MOH, GHS, NITA, legal, confirm readiness.
intent.
2. Submit LOI to WHO Formal submission and re- MOH, led by assigned Ghana 1-2 weeks None
sponse. focal point(s)
3. Receive WHO WHO sends TOP, GitHub tem- WHO 1 week LOI submitted.
onboarding pack plates, guides.
4. Complete key generation and | Generate CSCA/TLS certs, MOH, with support from NITA, 2-3 weeks NITA and legal teams.
policy draughting draught CP/CPS. GHS, and DPC
5. Setup Metadata and GitHub | Configure JSON, publish certifi- | Led by NITA, approved by MOH | 1-2 weeks Keys must be ready.
repository cates.
6. Undergo WHO metadata WHO validates GitHub, provides | WHO 1-2 weeks Metadata uploaded.
review feedback.
7. Conduct UAT with WHO Connect to test environment, Technical focal point from LOA 2-4 weeks Systems/development teams in
validate signing/verification. place.
8. Issue production keys Generate and submit final certifi- | Technical focal point from LOA 1 week UAT passed.
cates for go-live.
9. Go live (“switch on”) WHO publishes metadata to WHO 1 week Final certificates validated.

Trust Gateway.

Governance and roles

Required documentation
and focal point designation

Onboarding process

Go-live and post-go-Llive support
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Internal Ghana (in-country steps) in support

of setting up internal GDHCN compliance

These are key steps countries need to undertake

to internally align to the GDCHN

1. Establish certificate au-
thority (CA) and governance

1.1 Designate a national CA, usu-
ally under NITA, and generate
root certificates for signing
Verifiable Digital Health Cer-
tificates (VDHCs).

1.2 Define operational procedures
for key management, renewal,
and revocation.

1.3 Draught and approve CP and
CPS

Governance and roles

2. Prepare metadata repos-
itory

2.1 Create a public GitHub re-
pository using WHQO’s Trust
Network Gateway Participant
Template.

2.2 Upload the following:

e X.509 certificates (CSCA
and TLS).

e Metadata in JSON format,
including country name,
expiration, key ID, and oth-
er requested information.

e Country contact informa-
tion and public trust de-
tails.

Required documentation
and focal point designation

3. WHO metadata validation

3.1 WHO reviews the GitHub re-
pository for compliance and
technical accuracy.

3.2 Ghana may be asked to revise
metadata to meet formatting
or policy requirements.

Onboarding process

4: Perform acceptance test-
ing (UAT Phase)

4.1 Ghana connects to the WHO

UAT environment via the TNG.

4.2 Execute the following:

« Endpoint reachability and
secure connection test.

- Certificate validation test
(sample VDHCs).

- Signature and cryp-
tographic compliance
checks.

4.3 WHO provides feedback and
error logs. Ghana iterates as
needed.

Go-live and post-go-Llive support

34
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Who is involved in User Acceptance Testing (UAT)?

WHO GDHCN technical team Ghana’s National UAT team
Acts as the technical verifier and gatekeeper for GDHCN compliance. « Cross-functional team with both technical and functional testers.
« Provides the UAT test environment, guidance, sample certificates, and trust gate- [+ Lead Coordinating Agency:
way. « NITA (or MOH/National Digital Health Program Unit).

- Validates: « Leads UAT planning, coordination,

- Ghana’s certificate metadata and key usage. and reporting.

- Signature integrity.

« Adherence to standards (e.g., FHIR, VC, JSON

schemas).
Required roles

Role Responsible entity* Responsibilities
PKI/Metadata manager NITA Manages CSCA keys, GitHub repo, TLS setup
Issuance system owner GHS / MOH Runs test issuance platform (e.g., DIVOC or national system)
QA/Test engineer MOH/NITA Executes test cases, logs issues
Interoperability lead GHS / MOH Ensures FHIR/VC compliance, correct data mapping
WHO liaison/Focal point MOH Facilitates back-and-forth with WHO

*Note: This information is provided as guidance only. This playbook is intended to be adapted to local contexts, and final decisions are made
by each country.

Required documentation
and focal point designation

Onboarding process Go-live and post-go-live support

Governance and roles
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Technical
Acceptance Tests

- Validate digital signatures against
WHO test trust list
e Ingest and verify metadata via WHO
Trust Network Gateway (TNG)
- Simulate key rotation and revocation
handling
«Confirm correct use of FHIR®
/ Verifiable Credential (VC)
data structures (as
appropriate)

Required documentation
Governance and roles - . .
and focal point designation

Functional

Acceptance Tests

« Simulate issuance of test certificates
(e.g., COVID-19, Yellow Fever)

» Testscanning via verifier apps (online

and offline)

» Run scenarios: invalid issuer, ex-

pired or tampered certificates

Test

scope:
What’s being
verified?

Onboarding process

- Testing takes approximately 2—-4
weeks, depending on system read-
iness

»  WHO may provide a UAT checklist or

« Ghana’s team must resolve all is-

Duration
and Process

scenario matrix

sues and resubmit until WHO
confirms “UAT Passed”.

Go-live and post-go-Llive support

36
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Production Go-Live: The official “switch on”
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What it means Significance
e N e N
} Marks Ghana'’s official entry into GDHCN'’s production environment. } A technical and symbolic milestone.
\ Y, \_ Y,
e N e N
} Ghana’s digitally signed health certificates become globally verifiable. } Culmination of cross-sector collaboration, policy alignment, and digital in-
. J frastructure readiness.
\_ Y,
N e N
} ( Final step in the onboarding process, following UAT approval by WHO. } Signals Ghana’s full operational integration into the international trust frame-
J . work. )

Formal activa-
tion and public
*announcement

Submission of
production-level
credentials

" Post go-live sup- .
port

Publication to
WHO TNG

Final WHO vali-
dation

Required documentation
and focal point designation

Governance and roles Onboarding process
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Key requirements for go-live
Final Go-Live typically takes 2-3 weeks after
UAT is passed, depending on:

Accurate and complete
metadata

uploaded to public GitHub reposi-
tory

Timely submission of pro-
duction-level cryptographic

Internal sign-off from:

«  Ministry of Health (MOH)
« Ghana’s Public Key Infrastruc-
ture (PKI) authority

Final coordination with
WHO

- Validation of readiness
» Listing on WHO Trust Network
Gateway (TNG)

certificates

e Country Signing Certificate Au-
thority (CSCA)

« Transport Layer Security (TLS)
certificate

Required documentation

vernan nd rol : . .
R DRl 8 and focal point designation

Onboarding process

Go-live and post-go-live support

38
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Upon successful UAT clearance, Ghana will prepare and submit the following to WHO:

e Production CSCA public keys. These keys are used to sigh VDHCs and must be * Updated GitHub metadata repository. Includes valid, timestamped production

distinct from the UAT/test keys. certificates, updated JSON metadata (WHO schema-compliant), country-level iden-
e TLS certificate for secure API endpoint communication. Ensures encrypted, au- tifiers (e.g., ISO codes), technical contact information and endpoint URLs, and cer-
thenticated exchanges between Ghana’s systems and external verifiers. tificate policy documentation.

Primary Role Key Skills / Capabilities
NITA (or National PKI Authority) Lead agency for generating, securing, and |+ PKI expertise: CSCA/TLS key generation, signing, rotation, and secure storage
submitting production-level cryptographic [« Cybersecurity: Secure key storage (e.g., HSM/KMS), endpoint security, key access
credentials. logging
« DevOps/GitHub CI: Managing public metadata repositories per WHO TNG
MOH Authorizes submission; validates gover- «  Program coordination: Documentation, timing, and stakeholder readiness
nance and compliance structures. - Standards compliance: Oversight of FHIR, W3C VC, and schema requirements
GHS Confirms issuance system is functionally - Standards compliance: FHIR, W3C VC validation
ready and operational at pilot sites. « Technical readiness assessment at implementation level
DPC (optional) Advisory role on privacy and compliance e Privacy and compliance validation: Review of legal and data protection frameworks
readiness to support public trust.
Technical consultants Support DevOps and implementation « DevOps/GitHub CI: Assisting NITA in updating WHO-compliant public repositories
needs as needed.

Required documentation

vernan nd rol : . .
R DRl 8 and focal point designation

Onboarding process Go-live and post-go-live support
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WHO conducts a thorough review across three key areas:

01

Certificate metadata reviews

02

Signature integrity verification

03

GitHub repository compliance

- Validity periods, key usage, and coun- « Sample VDHCs (e.g., vaccination, »  Public metadata repository must be
try identifiers align with WHO sche- testing) checked for valid digital sig- well-structured, HTTPS-accessible, Note:
ma. natures. and linked to WHO master trust reg- :

- Metadata must be complete, correct-
ly formatted, and standards-compli-

ant.

Governance and roles

Ensures issuance from registered
CSCA and no cryptographic errors.

Required documentation
and focal point designation

istry.

Onboarding process

Any discrepancies
must be addresseqd
before go-live. WHo ma
host a live sessjon withy
Ghana’s technicg| team
to expedite resolu-
tion.

Go-live and post-go-live support
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Once validated, WHO updates the

TNG—the globally accessible trust

registry—to include Ghana’s produc-

tion metadata. This update enables all

GDHCN participants worldwide to:
Discover Ghana’s issuer identity.

Retrieve and cache its public keys.
Verify signatures on Ghana-issued certificates in real-time.

Ghana’s inclusion on the TNG confirms its technical and policy eli-
gibility as a trusted certificate issuer.

Image: This image is published on the WHO SMART
Trust V1.1.2 depicting the TNG architecture.

Required documentation
and focal point designation

Onboarding process Go-live and post-go-live support

Governance and roles
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With the trust metadata live, WHO and Ghana proceed to the official
“switch on,” activating Ghana’s global verification status.

( 1
WHO confirmation Operational activation
WHO issues a formal acknowledgement to Ghana’s MOH, confirming active par- Health facilities, labs, and issuing authorities across Ghana begin producing pro-
ticipation in the GDHCN. duction-ready VDHCs. These certificates will now pass verification by border au-
. J thorities, airlines, and digital wallets across all GDHCN member jurisdictions.
( 1

Public announcement
A joint announcement is made by WHO and the Ghanaian government (MOH, GHS,
and NITA), notifying:

e The public and travelers that Ghana-issued digital health certificates are now
internationally valid and verifiable.

« Global stakeholders (airlines, border agencies, health organizations) that Gha-
nais a trusted issuer on the WHO platform.

This announcement may be shared via press release, social media, GDHCN portal,
and Ghana’s official government communication channels.
N\ y,

Required documentation

vernan nd rol : . .
R DRl 8 and focal point designation

Onboarding process Go-live and post-go-live support
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After activation, Ghana should implement a mon-
itoring period to ensure stable operations:

Scheduled
check-ins with
WHO to report early
metrics, gather feed-
back, and validate
performance.

Incident re-
sponse readi-
ness for certificate
mis-issuance or
revocation.

Public support
channels for
end-users.

Daily certificate
validation testing.

This transition from testing to trusted production marks Ghana’s commitment to digital health
leadership and its ability to participate securely in a global digital public good infrastructure.

Required documentation
and focal point designation

Onboarding process Go-live and post-go-live support

Governance and roles
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CHAPTER PLAY 3

Laying the Digital Rails for Health Trust:
Technical Infrastructure

A robust, secure, and standards-compliant technical infrastructure is essential for Ghana’s successful integration into the
WHO GDHCN. This chapter explains the technical requirements for joining GDHCN, including PKI setup, certificate formats,
metadata registries, and system components for issuance, verification, and validation. It describes Ghana’s options for im-
plementation tiers (starter, mid-level, enterprise), integration recommendations, and training needs for technical teams.

»

Contents:

< Global Technical Certificate Formats Metadata Registry and Core Systems Ghana’s Local Technical Implementation Tier’s: Technical Integration
Architecture Ghana’s Options Recommendations

Architecture and Standards Public Key Exchange Components
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WHO Trust Framework and PKI Setup

At the heart of the GDHCN lies a Public Key Infra-
structure (PKI) maintained by WHO. This frame-
work ensures trust across borders by enabling
verifiers in one country to confirm the authentic-
ity of certificates issued in another, without re-
quiring access to any sensitive or personal health
data.

WHO acts as the Trust
Anchor, validating partici-
pants’ certificates and man-
aging a global metadata reg-

istry via its Trust Network
Gateway (TNG).

Participants (like
Ghana) submit cryp-
tographic keys (X.509

certificates), associated
metadata, and governance
documentation to WHO, which
then publishes this informa-
tion for all other members
to access and trust.

Global Technical Certificate Formats Metadata Registry and Core Systems Ghana’s Local Technical Implementation Tier’s: Technical Integration
Architecture and Standards Public Key Exchange Components Architecture Ghana’s Options Recommendations

45
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Certificate Formats and Standards

To ensure interoperability and consistency, GDHCN certificates must conform to international stan-
dards:

4 N\
W3C Verifiable . . . . .
. A globally recognised data model for expressing cryptographically verifiable health credentials.
Credentials (VCs) g y g P gcryptograp y
\§ J
N

HL7® FHIR® - Health Level

Seven Fast Healthcare Used to encode health data content (e.g., vaccination records).
Interoperability Resources

NS J
4 )
Digital certificate standard used in PKI to sign and validate certificates.
- J
EU Digital COVID Certificate Optional configuration to allow Ghana’s digital certificates to be verified in systems that support EU DCC
(EU DCC) Compatibility scanning and QR decoding (common in border control scenarios).

Global Technical Metadata Registry and Core Systems Ghana’s Local Technical Implementation Tier’s: Technical Integration
Architecture Public Key Exchange Components Architecture Ghana’s Options Recommendations
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Each GDHCN participant maintains a public metadata repository hosted on GitHub, based on
WHO’s TNG participant template. This repository includes:

03
JSON-formatted
metadata with coun-
try name, expiration
dates, key usage,
and contact info

02

TLS (Transport Layer
Security) public keys
for secure transmis-
sion

01

CSCA (Country Sign-

ing Certificate Au-
thority) public

WHQ’s TNG ingests these repositories and maintains a master trust registry that powers the
global verification process.

Global Technical Certificate Formats Metadata Registry and Core Systems Ghana’s Local Technical Implementation Tier’s: Technical Integration
Architecture and Standards Public Key Exchange Components Architecture Ghana’s Options Recommendations



https://github.com/WorldHealthOrganization/tng-participant-template

Playbook: Ghana’s integration into the WHO Global Digital Health Certification Network (GDHCN)

L
Core System Components

h|
o

02 Verification ()¢ Validation

Generation of Verifiable Digital
Health Certificates (VDHCs) by
trusted authorities (labs, clinics,
vaccination centers), cryptograph-
ically signed by Ghana’s national
CSCA.

Systems in foreign countries (or at
local entry points) use WHQ'’s trust
registry to validate the signature of
a Ghana-issued Certificate.

Software or services confirm certif-
icate integrity, issuer authenticity,
and expiration status without re-
vealing personal data.

Global Technical Certificate Formats Ghana’s Local Technical

Architecture and Standards

Metadata Registry and
Public Key Exchange Architecture

Implementation Tier’s:
Ghana’s Options

Technical Integration
Recommendations
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Ghana’s Local Technical Architecture: Minimum
infrastructure requirements

At a baseline level, Ghana must deploy systems capable of performing the following:

Issuance soft-
ware that can cre-

ate certificates from
trusted data sources
(vaccination databas-
es, test results,
etc.).

Key generation and
management (e.g.,
issuing and rotating
CSCA and TLS certifi-
cates).

Secure, cloud-ac-
cessible GitHub re-
pository for public key
and metadata pub-
lishing.

Internet-facing web
services for verification
API (if desired).

Global Technical Certificate Formats Metadata Registry and Core Systems
Architecture and Standards Public Key Exchange Components

Implementation Tier’s: Technical Integration
Ghana’s Options Recommendations
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Implementation Tiers: Ghana’s Options

Ghana will progress through three levels of im- ¢
plementation on the road to full adoption.

Enterprise level (i.e., WHO-
aligned architecture)

|
| : Q\ e
: » Rapid deployment e Support multiple issuing institutions e Full-scale national rollout : L
I« Initial infrastructure « More secure key management e Highest maturity I *
|« Initial governance « Intermediate maturity Mid-level (i.e., :
| local key management) |
1 1
| | ?

Global Technical Certificate Formats Metadata Registry and Core Systems Ghana’s Local Technical Technical Integration
Architecture and Standards Public Key Exchange Components Architecture Recommendations
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Use case: Approach:
» Rapid deployment, especially in response to emergencies « Generate and manage a single static key pair (CSCA) for
or pilot programs. signing certificates.

e Manual publishing of metadata to GitHub.
« Use WHO-provided issuance/verification tools or open-
source solutions (e.g., DIVOC, GoVDHCN)

Starter level

(Envelope key Strengths: Limitations:
mOdel) - Fasttodeploy. « Limited scalability.
» Low overhead. « Key rotation is manual

« No advanced audit trails.

Global Technical Certificate Formats Metadata Registry and Core Systems Ghana’s Local Technical Implementation Ti- Technical Integration
Architecture and Standards Public Key Exchange Components Architecture er’s: Ghana’s Options Recommendations
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s

Use case:

» Intermediate maturity.
« Can support multiple issuing institutions (labs, clinics)
and manage keys more securely.

Approach:

« Deploy key management service (KMS) or Hardware Se-
curity Module (HSM) for secure key handling.
- Automate metadata updates via GitHub Actions or
CI/CD.
« Create internal PKI governance policy for managing sub-
ordinate signing authorities.

Mid-level
(Local key
management)

Strengths:

» Increased security.
» Automated updates.
» Scalable for more facilities.

Limitations:

» Requires technical training integration work

Global Technical
Architecture

Certificate Formats
and Standards

Metadata Registry and
Public Key Exchange

Core Systems
Components

Ghana’s Local Technical

Implementation Ti-
er’s: Ghana’s Options

Technical Integration

Architecture Recommendations
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1 )

Use case: Approach:
»  Full-scale national rollout. e Implement multi-tier PKI with root CA and multiple inter-
« Aligned with WHO’s own architecture and suitable for mediate CAs.
future use cases (e.g., cross-border worker credentials, « Build/operate issuance and verification systems compliant
health insurance). with W3C VC and HL7 FHIR.

- Establish national governance board, support system,
compliance audit logs, and threat monitoring.

Enterprise e as
level (WHO- Strengths: Limitations:
aligned archi- +  Highly scalable. - Higher cost.
»  Fully autonomous. « More complex governance and ongoing technical support.
teCtu re) » Can serve as regional trust anchor.

Global Technical Certificate Formats Metadata Registry and Core Systems Ghana’s Local Technical Implementation Ti- Technical Integration
Architecture and Standards Public Key Exchange Components Architecture er’s: Ghana’s Options Recommendations
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- Technical Integration Recommendations
~_+ for Ghana:

° 4
Aim for a mid-level architecture, leveraging NITA’s existing CA infrastructure and integrating with GHS health data sources.
N
Use open-source tools provided by WHO or partners (e.g., GovStack, DIVOC) to reduce development time.
N
Establish internal monitoring tools to track certificate issuance volumes, system uptime, and security events.
N
Ensure digital literacy training for local tech teams responsible for key operations.
N

Global Technical Certificate Formats Metadata Registry and Core Systems Ghana’s Local Technical Implementation Tier’s:
Architecture and Standards Public Key Exchange Components Architecture Ghana’s Options
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. b ° °
PLAY 4

Connecting Systems, Enabling
Continuity: Integration with National
Systems and Trust Delegation

This chapter focuses on integrating GDHCN with Ghana’s domestic digital platforms (EHRs, immunisation registries, national
ID systems), managing signing authority, and ensuring only approved systems can issue certificates. It covers prerequisites
for signing authority, clearinghouse models, audit trails, offline capabilities, and interoperability requirements.

CHAPTER

()
Contents:
< Overview of prerequisites Detailed steps outlining pre- National Clearinghouse How do we know systems Technical Considerations 2;?;:%%2?3;@3%[? Summary: Integration
for signing authority requisites for signing authority Model have accurate information? for Signing Documents g Framework

Systems
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As Ghana deepens its participation in the GDHCN, two
priorities must be addressed:

System interoperability Governance of signing authority

Domestic digital platforms—such as electronic health records (EHRs), immunisation Strong oversight of government signing keys is essential to maintain trust, prevent mis-
registries, and national ID systems—must be able to securely and accurately transmit use, and ensure that only authorised systems can issue health certificates recognised
data into digital health certificates. globally.

Overview of prereq-
uisites for signing
authority Systems

Interoperability Require-

Detailed steps outlining pre- National Clearinghouse How do we know systems Technical Considerations ments for Data-Providing

requisites for signing authority Model have accurate information? for Signing Documents

Summary: Integration
Framework




Chapter 6: Play 4 - Integration with national systems and trust delegation 57

I_DI P(j

Local systems cannot automatically be
granted the ability to sign documents with
national Country Signing Certificate Au-
thority (CSCA) keys. Local systems must
demonstrate compliance and undergo a
formal onboarding process to gain signing
privileges. This includes:

Identity verifica- : : ,
: Technical Policy review
tion of the system )
owner evaluation and approval

Detailed steps outlining pre- National Clearinghouse How do we know systems Technical Considerations Oniteirepe e ity Req_Lu_re- Summary: Integration
ments for Data-Providing Framework

Overview of prereq-

- P
UISIteStf:r S.::,:,nlng requisites for signing authority Model have accurate information? for Signing Documents
authority

Systems




Chapter 6: Play 4 - Integration with national systems and trust delegation 58

I_DI P(j

« Clear assignment of responsibility (e.g.,
government-owned system, accredited

Identlty — private provider).
o ge H = Organisational vetting by the Ministry of
Verlﬁca.tlon Health and technical review by NITA.
of the system
owner —
« Evidence that the system meets WHO and « Each system seeking signing rights must
national requirements for: submit a policy and practice statement
- Dataintegrity and accuracy. explaining:
—] « Logging and audit capability. »  What kind of data it will sign
T h . l. « Use of appropriate document for- o . = Who will use the signed data
echnnica mats (e.g., HL7® FHIR®, W3C VCs). POllcy review «  How the keys will be stored, used,
H « Cryptographic operations (correct rotated, and revoked
evaluat|0n use of private/public key pairs). and approval « Approved systems receive delegated au-
[ thority (intermediate key or envelope key)

under a clearinghouse or signing gateway
model governed by NITA or GHS

Detailed steps outlin-
ing prerequisites for
signing authority

Interoperability Require-
ments for Data-Providing
Systems

Summary: Integration
Framework

National Clearinghouse How do we know systems Technical Considerations
Model have accurate information? for Signing Documents

Overview of prerequisites
for signing authority
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Overview of prerequisites
for signing authority

Chapter 6: Play 4 - Integration with national systems and trust delegation

Why Select a

Clearinghouse Model .
To centralise trust delegation and re-
duce key exposure, Ghana may adopt
a Signing Gateway or Clearinghouse
Architecture. .

National Clearing-
house Model

Detailed steps outlining pre-
requisites for signing authority

How Clearinghouse Works

Local systems (e.g., EHRs, im-
munisation registries, national ID
platforms) send signing requests
to a centralised service.
The gateway:
« Validates the payload (e.g.,
validates a vaccine dose
from the immunisation reg-

istry)

e Ensures schema and policy
compliance

« Applies the national digital
signature

How do we know systems
have accurate information?

Technical Considerations
for Signing Documents

Benefits
Signing keys remain secure and
unshared
Signing actions are traceable and
centrally governed
Unauthorised systems cannot in-
ject false datainto the global trust
network

Interoperability Require-
ments for Data-Providing
Systems

Summary: Integration
Framework
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R °

How do we know systems have accurate infor-
mation?

Trusting a system to sign or submit certificate
data depends on:

Validation mechanisms

Audit trails

01 02

Data provenance

Must support timestamped logs for Real-time schema validation (e.g.,
every issued or signed certificate. FHIR profiles, ICD-11 codes),
cross-checks against national reg-
istries (e.g., NHIS, immunisation
programs).

The system must demonstrate it
receives data from trusted health
facilities, clinicians, labs, or regis-
tries.

Periodic audits and simulated issuance checks should be part
of the compliance program managed by GHS and NITA.

Interoperability Require-
ments for Data-Providing
Systems

Summary: Integration
Framework

Overview of prerequisites Detailed steps outlining pre- National Clearinghouse Technical Considerations
for signing authority requisites for signing authority Model for Signing Documents
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When a local system is authorised to create
signed health certificates, it must support the

following workflow:

Data
preparation

Export health data (e.g., vac-
cine record) in a compliant
format (FHIR, IPS, etc.).

Overview of prerequisites
for signing authority

Detailed steps outlining pre-
requisites for signing authority Model

National Clearinghouse

Payload
generation

Generate a Verifiable Cre-
dential or HL7-FHIR Com-
pliant payload.

Technical Consid-
erations for Signing

How do we know systems
have accurate information?

Signature
application

Apply a digital signature
using an approved key
(centralised or delegat-
ed).

Include Cryptographic
metadata, issuer ID, and
timestamp.

Interoperability Require-
ments for Data-Providing

Packaging

Embed in a QR code or JISON
Web Token (JWT) for deliv-
ery.

Summary: Integration
Framework

Documents

Systems
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When a local system is authorised to create
signed health certificates, it must support the
following workflow:

Document [ Signature

62

Display

A

received verification

A verifier (e.g., border agent, e Use public Metadata
health worker) scans the QR from WHO TNG to verify
code or receives the payload. authenticity.

« Confirm the issuer is
Ghana and the key is val-
id and unrevoked.

0] i f isit Detailed st tlini National Clearingh How d k t Uil (R
verview of prerequisites etailed steps outlining pre ational Clearinghouse ow do we know systems erations for Signing

for signing authority requisites for signing authority Model have accurate information?
Documents

Interoperability Require-
ments for Data-Providing
Systems

and interpre-
tation

Render the health data and
outcome (valid/invalid) for
the verifier.

Summary: Integration
Framework
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Offline capabilities and fallback mechanisms

In many rural or underserved areas in Ghana, continuous online access cannot be as-
sumed. Local systems and verifiers must support offline operations to maintain continuity:

Local key caching Offline document verification Delayed syncing

« Store the latest trusted public keys from WHQO’s meta- e Use preloaded public keys and certificate metada- - Systems issuing certificates while offline should
data registry locally. ta to verify digital signatures. cache signed documents.

e Refresh them periodically when connectivity is avail- e QR code scanning apps should work without active « Automatically sync to national systems once connec-
able. internet, falling back to visual checks or expiration tivity is restored for backup, analytics, and revocation

« See WHOQ'’s Federated PKD Aggregation model for de- validation when needed. tracking.

sign guidance.

Technical Consid- Tsrarsersaliy Foguis
erations for Signing ments for Data-Providing
Documents Systems

Summary: Integration
Framework

Overview of prerequisites Detailed steps outlining pre- National Clearinghouse How do we know systems
for signing authority requisites for signing authority Model have accurate information?
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Interoperability Requirements
for Data-Providing Systems

Systems which are
pI‘OViding data tO be Enable secure API-based data access to signing or issuance services.
signed by the certifi-
cates, such as EHRs,
immunisation regis- ST o -

Align with national and WHO schemas for Verifiable Digital Health Certificates (VDHCs) and

tri es, an d national ID provide localised mapping where needed (e.g., Ghana’s vaccine codes mapped to WHO vac-
. cine reference tables).
systems, must: e

4 N

Support the national and globally agreed structured, standards-based data formats. These may
include but are not limited to:

e HL7 FHIR as data structures and exchange formats

« ICD-9/10/11, LOINC, SNOMED, etc. codes as content classifications and data standards

« International Patient Summary (IPS) profiles as structured profiled FHIR resources.

. J

Overview of prerequisites Detailed steps outlining pre- National Clearinghouse How do we know systems Technical Considerations Summary: Integration
for signing authority requisites for signing authority Model have accurate information? for Signing Documents Framework




I_DI P(j

Chapter 6: Play 4 - Integration with national systems and trust delegation

Overview of prerequisites
for signing authority

Detailed steps outlining pre-
requisites for signing authority

National Clearinghouse
Model

Requirement

Local system must...

65

Managed by*

Data accuracy

Signing authorisation

Key management

Format compliance

Offline support

Use verified sources (labs, clin-
ics, registries)

Be approved through a national
trust-clearing process

Use envelope keys or submit
payloads to centralised signer

Use HL7 FHIR, W3C VC, ICD-11,
etc.

Cache trust list, sign and verify
offline, sync later

GHS

MOH/NITA

NITA

Local dev teams

System admins

*Note: Entity designations are suggested for guidance only. This playbook aims to sup-
port countries in adapting technical concepts that involve many stakeholders, while
ensuring final decisions remain with each country.

How do we know systems Technical Considerations
have accurate information? for Signing Documents

Interoperability Require-
ments for Data-Providing
Systems

Summary: Integration
Framework




CHAPTER

Safeguarding Rights, Enforcing Trust:
Legal and Regulatory Considerations

This chapter outlines Ghana’s legal and regulatory framework for digital health certificates, focusing on compliance with the
Data Protection Act, electronic transactions, and international standards (GDPR, ICAO, IHR). It provides a checklist for legal
actions, policy directives, ethical considerations, and responsibilities for various authorities to ensure secure, equitable, and
compliant certificate issuance and verification.

Contents:

National Data Protection Framework Applicable Provisions of the Data Legal and policy enablers for Ethical and human rights consider- Legal and policy checklist for Gha-
Protection Act, 2012 (Act 843) national rollout ations for digital health certificates na’s digital health certificate rollout

»
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National Data Protection Framework

For Ghana to effectively participate in the
GDHCN, it must ensure that all certificate issu-
ance, transmission, and verification processes
are compliant with national laws and aligned
with international standards, particularly in ar-
eas of data protection, privacy, cybersecurity,
and digital trust.

Ghana’s primary data protection legislation — the

Data Protection Act, 2012 (Act 843) — serves

as the baseline for managing personal health in-
formation, and thereby its national data protec-
tion framework.

Applicable Provisions of the Data

-

Legal and policy enablers for
Protection Act, 2012 (Act 843) national rollout

Ethical and human rights consider- Legal and policy checklist for Gha-
ations for digital health certificates na’s digital health certificate rollout


https://nita.gov.gh/wp-content/uploads/2017/12/Data-Protection-Act-2012-Act-843.pdf
https://nita.gov.gh/wp-content/uploads/2017/12/Data-Protection-Act-2012-Act-843.pdf

Applicab l.e PrOViSions Provision Description

of the Data Protection
Act, 2012 (Act 843)

National Data Protection Framework

Data security Strong encryption and secure data handling protocols
must be used during certificate generation, storage, and
verification.

Cross-border data | Ghana must establish formal legal agreements or MoUs
sharing for any future bilateral interoperability involving person-
al data, even though GDHCN itself does not transmit
personal health data cross-border.

Legal and policy enablers for Ethical and human rights consider- Legal and policy checklist for Gha-
national rollout ations for digital health certificates na’s digital health certificate rollout
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Legal and policy enablers for national rollout

To enable the national implementation of verifiable digital health certificates (VDHCs), Ghana should

take the following steps:

Ensure legal recognition of digital certificates
Establish that certificates issued under the GDHCN are valid for official
purposes such as travel, employment, and access control.

Align digital signature practices with existing law
Confirm that digital signatures used for VDHCs comply with the Electronic
Transactions Act, 2008 (Act 772) and are legally enforceable.

Define procedures for certificate revocation and
disputes

Create clear legal pathways for addressing misuse, erroneous revocations,
or challenges by recipients or verifiers.

Issue a national policy directive
The Ministry of Health (MOH) and Ghana Health Service (GHS) should pub-
lish a directive outlining how VDHCs will be used nationally.

Conduct a legal review of Ghana’s PKI model
Assess the suitability of the public key infrastructure for health data, in
collaboration with the Data Protection Commission.

Applicable Provisions of the Data

National Data Protection Framework Protection Act, 2012 (Act 843)

Integrate certificate governance into national sys-
tems

Embed VDHC oversight into existing digital identity and e-governance
frameworks to ensure consistency and accountability.

Ethical and human rights consider- Legal and policy checklist for Gha-
ations for digital health certificates na’s digital health certificate rollout

ol
)
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Ensuring international compliance and stan-
dards

To support global interoperability and trust, Ghana should align its implementation of GDHCN with
key international frameworks:

Adopt WHO GDHCN terms of participation

Formally agree to WHOQ'’s policies, including technical, security, and privacy requirements for digital health certificate systems.

Align with GDPR principles

While the EU’s General Data Protection Regulation (GDPR) is not legally binding in Ghana, adopting its principles enhances credibility and facilitates cross-border
data exchange, especially with European certificate verifiers.

Ensure compatibility with ICAO and IHR (2005)

For certificates used in travel, Ghana must meet ICAO standards for health travel documents and comply with the International Health Regulations (2005).

Legal and policy checklist for Gha-
na’s digital health certificate rollout

. . i Applicable Provisions of the Data Legal and policy enablers for
National Data Protection Framework Protection Act, 2012 (Act 843) national rollout
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Illustrative Legal and policy checklist for
Ghana’s digital health certificate rollout

01.

Chapter 7: Play 5 - Legal and regulatory considerations

Confirm compliance with the
Data Protection Act, 2012
(Act 843)

To
help facilitate
national implemen-
. tation and promote
International alignment,
Ghana is encouraged to
consider the following
legal and policy

Ensure that all digital health certificate processes meet national data protection standards. actions:

Responsible: Data Protection Commission

02.

Draught a national policy rec-
ognising digital health certif-
icates

Establish legal recognition of certificates issued under GDHCN for official use (e.g., travel, employment).
Responsible: Ministry of Health (MOH), Legal Unit

03.

Verify legality of digital signa-
tures under Act 772

Confirm that digital signatures used for certificates are enforceable under the Electronic Transactions Act.
Responsible: NITA, Ministry of Justice

04.

Finalise a public trust gover-
nance policy

Define how signing keys and certificate issuance will be governed to maintain public trust.
Responsible: NITA, Ghana Health Service (GHS)

05.

Sign WHO terms of participa-
tion for GDHCN

Formally commit to WHQ’s technical, security, and privacy standards.
Responsible: Ministry of Health (MOH)

06.

Conduct a legal impact as-
sessment for GDHCN certifi-
cate usage

Evaluate how certificate use affects existing laws and identify any gaps or risks.
Responsible: Legal Unit, Data Protection Commission

National Data Protection Framework

07.

Ensure digital health policies
reference certificate stan-
dards and protections

Applicable Provisions of the Data
Protection Act, 2012 (Act 843)

Update or draught policies to explicitly include standards for digital certificates and safeguards for users.
Responsible: MOH, Legal Unit

Legal and policy enablers for
national rollout

Ethical and human rights consider-
ations for digital health certificates

3
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Safeguarding Rights, Enforcing Trust:
Legal and Regulatory Considerations
This chapter outlines Ghana’s legal and regulatory framework for digital health certificates, focusing on compliance with the
Data Protection Act, electronic transactions, and international standards (GDPR, ICAO, IHR). It provides a checklist for legal
actions, policy directives, ethical considerations, and responsibilities for various authorities to ensure secure, equitable, and
compliant certificate issuance and verification.
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Conclusion

With all five plays executed, Ghana will stand at
the threshold of a transformative win—secure-
ly connected to the GDHCN. This onboarding to
GDHCN celebrates the culmination of strate-
gic governance, robust infrastructure, and legal
alignment, all built on a foundation of trust. By
enabling patients to own and share their health
data, and equipping health workers with timely
access to verified records—always with patient
consent—Ghana will not just improve care but
also fortify global health resilience. In a world
where pandemics and health threats know no
borders, this trusted connection through the
GDHCN will empower faster responses, safer

communities, and a healthier future for all. o

!
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WHO GDHCN Secretariat (Global Support)

Website:
https://www.who.int/initiatives/global-digital-health-certification-network

Onboarding Guidance:
https://smart.who.int/trust/concepts_onboarding.html

Technical Documentation:
https://smart.who.int/trust

GitHub Reference:
https://github.com/WorldHealthOrganization/tng-participant-template

Conclusion

Annex A: Support Resources
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